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ABSTRACT 
MANET assume that mobile nodes voluntary cooperate in order to work properly. This cooperation is a cost-intensive activity and 
some nodes can refuse to cooperate, leading to selfish node behavior. Thus, the overall network performance could be seriously 
affected. The use of watchdogs is a well-known mechanism to detect selfish nodes. This is especially important on networks with 
sporadic contacts, such as delay tolerant networks (DTNs), where sometimes watchdog’s lack of enough time or information to 
detect the selfish nodes. Thus, we propose hop information table to pass the neighborhood information to the nearer nodes and 
send the packets to the sender to the receiver in the safety way. 
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INTRODUCTION 

 

Cooperative networking is currently receiving significant attention as an emerging network design strategy 

for future mobile wireless networks. Successful cooperative networking can prompt the development of 

advanced wireless networks to cost-effectively provide services and applications in contexts such as vehicular 

ad hoc networks (VANETs) or mobile social networks. Two of the basic technologies that are considered as the 

core for these types of networks are mobile ad-hoc networks (MANETs) and opportunistic and delay tolerant 

networks (DTNs). 

The cooperation on these networks is usually contact based. Mobile nodes can directly communicate with 

each other if a contact occurs (that is, if they are within communication range). Supporting this cooperation is a 

cost intensive activity for mobile nodes. In the real world, nodes could have a selfish behavior, being unwilling 

to forward packets for others. Selfishness means that some nodes refuse to forward other nodes’ packets to save 

their own resources. 

The literature provides two main strategies to deal with selfish behavior: a) motivation or incentive based 

approaches, and b) detection and exclusion. The first approach, tries to motivate nodes to actively participate in 

the forwarding activities. These approaches are usually based on virtual currency and or game theory models. 

The detection and exclusion approach is a straight-forward way to cope with selfish nodes and several solutions 

have been presented. In CoCoWa, we do not attempt to implement any strategy to exclude selfish nodes or to 

incentivize their participation and focus on the detection of selfish nodes. 

The impact of node selfishness on MANETs has been studied in it is shown that when no selfishness 

prevention mechanism is present, the packet delivery rates become seriously degraded, from a rate of 80 percent 
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when the selfish node ratio is 0, to 30 percent when the selfish node ratio is 50 percent. The survey shows 

similar results: the number of packet losses is increased by 500 percent when the selfish node ratio increases 

from 0 to 40 percent. A more detailed study shows that a moderate concentration of node selfishness (starting 

from a 20 percent level) has a huge impact on the overall performance of MANETs, such as the average hop 

count, the number of packets dropped, the offered throughput, and the probability of reach ability. In DTNs, 

selfish nodes can seriously degrade the performance of packet transmission. For example, in two-hop relay 

schemes, if a packet is transmitted to a selfish node, the packet is not re-transmitted, therefore being lost. 

Therefore, detecting such nodes quickly and accurately is essential for the overall performance of the network. 

 

Related Works: 

The impact of node selfishness on MANETs has been studied in credit-payment scheme. In credit-payment 

scheme it is shown that when no selfishness prevention mechanism is present, the packet delivery rates become 

seriously degraded, from a rate of 80 percent when the selfish node ratio is 0, to 30 percent when the selfish 

node ratio is 50 percent. The number of packet losses is increased by 500 percent when the selfish node ratio 

increases from 0 to 40 percent. A more detailed study shows that a moderate concentration of node selfishness 

(starting from a 20 percent level) has a huge impact on the overall performance of MANETs, such as the 

average hop count, the number of packets dropped, the offered throughput, and the probability of reach ability. 

In DTNs, selfish nodes can seriously degrade the performance of packet transmission. For example, in two-hop 

relay schemes, if a packet is transmitted to a selfish node, the packet is not re-transmitted, therefore being lost. 

The drawbacks are i) Increase the selfish node ii) Increase the packet loss iii) Reduce the throughput iv) Increase 

overhead. 

 

Proposed System: 

This project introduces hop information table to detecting selfish nodes and send neigh hood information to 

the neighbor nodes. If one node has previously detected a selfish node it can transmit this information to other 

nodes when a contact occurs. This way, nodes have second hand information about the selfish nodes in the 

network. The goal of our approach is to reduce the detection time and to send the packets from the sender to the 

destination nodes through the shortest path. 

 

Experimental Study: 

We have proposed the shortest path to send the packets against of Watchdog method to reduce the detection 

time and selfish nodes. 

A. Experimental Setup: 

In this section, the following figures show the packets being transmitted through the trusted nodes. Figures 

1-5, shows the different scenarios used in the security management process. 

 

 
Fig. 1: Cluster formation 

 
Fig. 2: Formation of Reference point and Cluster head 
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Fig. 3: Collection of suspicious nodes 

 

 
Fig. 4: suspicious nodes reporting to neighbours 

 

 
Fig. 5: Finding of sender node 

 

 
Fig. 6: Finding of Destination node And contact the neighbor nodes 
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Fig. 7: Packet delivery 

 

B.Experimental Results: 

 

 
Fig. 1: Detection Graph 

 

 
Fig. 2: overhead Graph 

 

 
 

Fig. 3: Collaboration vs Overhead Graph 
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Fig. 4: Collaboration vs Detection Graph 

 

Conclusion & Future work: 

We have implemented our protocol on simulation tool called NS2. Results obtained can be shown using 

NAM and XGraph. This paper proposes hop information table concept in the shortest path algorithm to find the 

shortest path to send the nodes from the sender to the destination in the safest way and improve the effectiveness 

of detecting selfish nodes. When a contact occurs between two collaborative nodes, the diffusion module 

transmits. Analytical and experimental results show that the overall detection time with respect to the original 

detection time when no collaboration scheme issued, with a reduced overhead (message cost). Regarding the 

overall precision shows how by selecting a factor for the diffusion of negative detections the harmful impact of 

both false negatives and false positives is diminished. Finally, reduce the effect of malicious or collusive nodes. 

In short, the combined effect of collaboration and reputation of our approach can reduce the detection time 

while increasing the global accuracy using a moderate local precision watchdog and deliver the packets in the 

shortest path. 
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